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Publicism 
 
Publicism is passionate about free press. We think citizens and 
journalists must be able to speak freely and securely without 
fear of repercussion. A free and divers press is essential to an 
open and democratic society.  
 
FREE PRESS IS UNDER SIEGE 
 
But all over the world free press is under siege. In 2016 it 
declined to its lowest point in 12 years, as political, criminal, 
and terrorist forces sought to co-opt or silence the media in 
their broader struggle for power.  1

 
Just 13% of the world’s population enjoys a free press - that is, 
where coverage of political news is robust, the safety of 
journalists is guaranteed, state or commercial intrusion in free 

press affairs is minimal, and the press is not subject to onerous 
legal or economic pressures. 41% of the world’s population has 
a partly free press, and 46%  live in media environments without 
any form of free press. 
 
Government surveillance - Among the countries that suffered 
the largest declines in press freedom were Bangladesh, Turkey, 
Burundi, France, Serbia, Yemen, Egypt, Macedonia, and 
Zimbabwe. In Russia and China blocking websites and servers 
has become customary, and many state censors have figured 
out how to overcome the virtual private network software used 
to prevent censorship. But also in countries that are not on the 
list - like the Netherlands - we can not take free press for 
granted. 
 
Encryption technology - Targeted government surveillance and 
data fracking have driven citizens of well-established 
democracies to seek anonymity and encryption technologies. 
These tools enable them to disguise their identities and 
scramble their messages in transit and in storage so that only 
authorized persons may access them. But these encryption 
technologies are often not legal or not always easily available 
for those who need them most.  2
 
 

 Check 2016 World Freedom Press Index - Freedom House & Reporters Sans Frontières (RSF)1

 Under The Wassenaar Arrangement individuals and corporations must seek authorization to use encryption technologies.2
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Broken business model - In all parts of the world money of 
local advertisers increasingly flows abroad, mostly to non-press 
platforms like Facebook. Google and others. This causes 
pressure on the existing ‘classic’ publishing companies, which 
used to assure free press, investigative journalism, and a 
diverse media landscape. Technological developments and 
network effects accelerate the erosion of classic journalistic 
organizations.  
 
New platforms do not care - It would be naive to rely on the 
non-press privately owned platforms like Facebook and 
Google for free press in society. Not only has an individual 
journalist to agree to their terms, conditions and algorithms, we 
also see ‘secret programs’ from US-government organizations 
like NSA and FBI demanding ‘backdoor access’ to centralized 
platforms like Facebook, Google, Apple and Microsoft, tapping 
directly into their central servers, extracting audio and video 
chats, photographs, e-mails, documents, and connection logs. 
And no doubt this happens in other countries as well.  
 
Furthermore, the big non-press platforms and social media do 
not take responsibility for fact checking and other traditional 
roles of the free press in society. They even seem willing to 
negotiate with governments about the effect of algorithms on 
the content supplied. So these social media platforms simply 
do not qualify as guardians of free press.  
 

BLOCKCHAIN SUPPORTING FREE PRESS 
 
Censorship resistance - We now see the first blockchain based 
services creating new forms cooperation between people. A 
blockchain is a distributed database. The structure makes it 
possible to create a digital ledger of transactions, that is shared 
among a network of computers, without the need for one 
central server or authority. Because of this distributed character 
of the blockchain database, governments and central 
commercial organizations will find it impossible to control or 
shut down the registration of transactions in the network. 
 
Other elements of free press - But having censorship resistant 
distributed database for transactions is not enough to establish 
free press. Journalists all over the world - including citizen 
journalists, vloggers, cartoonists etc - also safe storage of their 
content, funding, publishing platforms, tools and sometimes 
anonymity to do their work. 
 
Safe data storage - Storing content-data in blockchain ledgers 
is not easily done as yet. Blockchains are simply not build to 
store large data. But possible combinations of blockchains and 
the storage of data in separate, safe databases are now rapidly 
developing. Publicism is on top of these latest developments. 
 
Funding - Journalists need a fair payment for their important 
work. Publicism wants to support free press financially, by 
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giving individual journalists - or teams of journalists - the 
possibility to raise funds by receiving micro-payments, grants 
or crowdfunding from readers, donors or supporters who 
could themselves remain anonymous if needed. Publicism will 
create a mixed funding model for the funding of individual 
journalists, which model will also serve as a basis for Publicism 
as a social enterprise: 
 
- Subscriptions: payments based access. 
- Micro payments: payments based on content. 
- Free Press Bonds: the possibility to be part of the platform. 
- Free Press Blocks: the possibility to earn value in the network. 
 
Publishing platforms & press agencies - Journalists need 
trustworthy publishing platforms to connect them to readers 
and viewers. Publicism wants to be one of those trusted 
platforms. But Publicism also aims to act as the first blockchain 
based press agency, connecting journalists to other trustworthy 
platforms. 
 
Tools - Journalists need tools to work with. And in the same 
way as we see blockchain based publishing emerging, we now 
see more and more blockchain based tools for cooperation 
between people. 
 
Backfeed for example develops the foundational tools that 
work on top of blockchain technology in order to empower 

decentralized collaborations. GetGem makes private email-ing 
possible without a central server. Factom supports safe filing 
and sharing data. Steem-it is a social medium with micro-
payments. And no doubt we will see new blockchain based re-
inventions of Twitter soon. No doubt many other blockchain 
based  services will follow for sure. 
 
Publicism wants to integrate some of these new block chain 
based tools in a Publicism-platform, making it easy for 
journalist to cooperate in networks all over the world. 
 
 
BLOCKCHAIN & ENCRYPTION OF DATA 
 
Blockchain technology has been enjoying the spotlight these 
days, thanks to individuals and groups that have pursued  
numerous practical applications. But is it safe for journalists? 
 
Blockchain is transparant by nature. It is a public ledger of 
transactions, which is updated by a network of several 
computers solving complex algorithms for verification. As such, 
it is considered a secure way to record transactions as 
tampering with the records would require taking over majority 
of the computers in the network – a nearly impossible feat. But 
as stated above, it is transparant. And storing content in 
blockchains is not possible yet. Both aspects of blockchain 
technology - transparency versus anonymity and privacy, and 
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the impossibility to store content - are challenges we see in 
other markets as well, specially in the health & insurance realm. 
Professor Alex Pentland of the MIT wants to solve this 
challenge. His team designed a blockchain architecture which 
uses blockchain technology to track encrypted data so that 
processing can take place without revealing crucial 
information. According to Pentland, the increase in the amount 
of hacking incidents and data theft these days has made 
people paranoid about accessing sensitive information, 
particularly those pertaining to bank accounts or medical 
records. ‘All lot of it has to do with safe sharing’ explained 
Pentland. ‘Another aspect of this problem is security. We are 
getting an increasing amount of attacks on sensitive data. Bad 
for companies. Bad for people. It’s just going to get worse.’  
 
Tapping into blockchain technology the MIT-team designed 
the Enigma-project, which could potentially allow databases to 
retain and process sensitive information, without risking 
exposure to malicious parties. In its white paper, Enigma is 
described as ‘a peer-to-peer network, enabling different parties 
to jointly store and run computations on data while keeping the 
data completely private.’ Enigma’s computational model is 
based on a highly optimized version of secure multi-party 
computation, guaranteed by a verifiable secret-sharing 
scheme. Similar to Bitcoin, Enigma removes the need for a 
trusted third party, enabling autonomous control of personal 
data. ‘For the first time, users are able to share their data with 

cryptographic guarantees regarding their privacy.’ the paper 
indicated. 
Several private parties from the fintech- and insurance markets, 
are now rapidly building similar eco-systems, based IBM 
Hyperledger and an Enigma-like approach. Publicism works 
together with such a party in order to research and develop 
application of these connections between blockchains and safe 
data bases for free press purposes.  
 
 
ANONYMITY AND PSEUDONYMITY. 
 
Protecting the data of course does not guarantee the personal 
safety of the individual journalist. On the contrary, the open 
and transparant character of the blockchain could even reveal 
his or her identity. This could be a challenge for individual 
journalists who need anonymity - or at least safe pseudonymity 
- in countries where free press is under siege because of 
government interference. Anonymity and pseudonymity within 
blockchain therefore remains an important focus of Publicism. 
 
CONCLUSIONS OF THE FIRST RESEARCH FASE 
 
Publicism started off as a research project, researching the 
possibilities of technology in several directions, in cooperation 
with an established and experienced international research 
team. We researched: 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- other technologies (like TOR etc), combined with bitcoin.  
- bitcoin based public blockchains. 
- non-bitcoin-based blockchains (Decent & Ethereum). 
- private blockchains, evolving to hybrid platforms. 
 
In all these directions we at Publicism researched the 
possibilities of anti-censorship, storage of data, anonymity and 
pseudonymity, safe monetization and cooperation for 
journalists. 
 
A popular way to reach anonymity on the internet, is the use of 
an ‘intermediary Internet service provider’. These Virtual Private 
Networks (VPNs) relay a subscriber’s Internet connection 
through their infrastructure, often located in a jurisdiction 
separate from the user’s ISP, thereby obscuring the original 
connection data. A state actor now needs to get connection 
data from both the VPN and the ISP, which in many cases is a 
sufficient protection. The use of a VPN usually does not 
diminish the browsing experience and can help access 
materials that are restricted in certain jurisdictions. Since most 
VPNs are single-hop (only one redirection of traffic) the VPN 
provider can be forced to de-anonymize its users. 
 
In cases where VPN is not deemed sufficient protection, an 

Internet user can employ software that uses onion routing for 
relaying traffic. Here, connections are relayed over multiple 
distinct intermediaries, making it exceptionally difficult for 
attackers to retrace connection data back to its source. 
 
The most popular software implementing this technique is 
called Tor (The Onion Router). Tor also allows clients and relays 
to offer hidden services. That is, you can offer a web server, SSH 
server, etc., without revealing your IP address to its users. In 
fact, because you don't use any public address, you can run a 
hidden service from behind your firewall. 
 
Accessing the Internet over Tor noticeably diminishes user 
experience due to the overhead in relaying information. It is 
therefore rarely used for day-to-day web browsing and has 
found a niche in areas  where anonymity has an extremely high 
value. The WikiLeaks projects only allows submission of 
documents via Tor.  3
In principle, almost all Internet-capable software can be 
anonymized with Tor. A separate project called Tor Browser 
provides a preconfigured version of Firefox that is focusses on 
usability and minimizes configuration errors and loss of 
anonymity.  Multi-hop VPN providers exist which provide 4

similar functionality to Tor as a commercial service. 

 https://wikileaks.org/#submit - ‘You can only access this submissions system through Tor.’3

 https://www.torproject.org/projects/torbrowser.html.en - Tor Browser4
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At this point in time - december 2016 -, our thorough 
international research confirms what we expected: there is no 
ready content-related public blockchain project yet that has 
credible, useful, current or future application for free press and 
journalism. Even specialized eco-systems like Decent and 
Ethereum do not qualify, mainly because of their ‘ponzi-like’ 
ICO’s and crypto-currency business models. 
 
Safety for journalists can at this moment in time at best be 
established by making existing other technologies - like TOR - 
more accessible by enhancing their UX. This lack of credible 
content-oriented blockchain projects is encouraging, because 
the potential of blockchain and turing complete smart 
contracts - in combination with bitcoin - seems not fully 
explored and utilized by content producers and distributors as 
yet. New innovations are now developing fast and they are 
disruptive. They are possibly the ‘missing links’ which - when 
implemented in the right way - could be the corner stones of 
the blockchain-based tool to support free press.  
 
NEXT STEPS 
 
The last months we have been discussing several of these new 
innovative developments with international parties from India 
and Palo Alto in the US. We encouraged them to apply these 
latest insights to our free press-challenge. Our next research- 

and building phase with these teams therefore focusses on: 
- Private (hybrid) blockchains, based on IBM/Hyperledger. 
- Smart contract developments, based on bitcoin/Rootstock.  
- Dashboard for other technology, in combination with bitcoin.  
- Possible extra steps. 
- Educational project. 
 
New private (hybrid) blockchains - In our research we 
discovered that several parties are developing IBM/
Hyperledger based systems connecting private blockchains 
with protected databases, comparable with the Enigma-system 
from MIT. These systems are in the phase of proof of concept in 
the highly protected health-insurance market. We are now 
tapping into the know-how of these heavily funded private 
parties, which are willing to support us in our societal cause: 
free press in society.  
NEXT STEP - In december 2016 and January 2017 we will work 
with a party from Palo Alto and Odessa, in order to create a  
proof of concept, based on an architecture that will be a 
combination of scalable private blockchain technology, bitcoin 
and protected data storage. 
 
Developments in public blockchains - Our second strategic 
route is that we now see the first public blockchain based 
systems working towards Turing-completeness - the possibility 
to add extra smart contracts on the bitcoin blockchain - that did 
not exist until recently. One of them is Rootstock, the first open-
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source smart contract platform with a 2-way peg to Bitcoin that 
also rewards the Bitcoin miners via merge-mining, allowing 
them to actively participate in the smart contract revolution. 
Rootstock’s goal is to add value and functionality to the Bitcoin 
ecosystem by enabling smart-contracts, near instant payments 
and higher-scalability. 
 
We now also see new forms of anonymity within public 
blockchains. New cryptocurrency Zcash offers total payment 
confidentiality, while still maintaining a decentralized network 
using a public blockchain. Unlike Bitcoin, Zcash transactions 
can be shielded to hide the sender, recipient, and value of all 
transactions on the blockchain. Only those with the correct 
view key can see the contents. Users have complete control 
and can opt-in to provide others with their view key at their 
discretion. Zcash transactions do not depend on the 
cooperation of other parties. 
 
NEXT STEP - We strive to asked a research team from India to 
design a first technical architecture, based on new possibilities 
of anonymity and smart contracts on the bitcoin-blockchain. 
We expect the first results in January 2017. 
 
Possible extra steps - Apart from the new forms of blockchains 
we mentioned above,  we learned in the first phase of our 
research in what way bitcoin and other technologies could 
support cooperation between journalists and citizens. We make 

these latest insights part of our functional design brainstorms 
with the parties mentioned above. Apart from TOR&VPN the 
following insights play a role as well. 
 
- Crowdfunded Escrow Payment. - Bitcoin allows a new, low-
cost method of escrow payments that can help in low-trust 
scenarios. Consider a platform where consumers can post 
bounties for certain kinds of content that can be provided by 
journalists. In an anonymous setting, it is unwise to simply send 
Bitcoin payment to a journalist upfront - since Bitcoin payments 
are irreversible, consumers will lose money without receiving 
the data. Recourse in the legal system is not possible because 
the fraudulent journalist is unknown. On the other hand, a 
journalist cannot provide the content upfront without receiving 
a payment - consumers would have no incentive to pay.  
 
Bitcoin smart contracts provide a way out of this deadlock: It is 
possible to structure a payment so that in case of a 
disagreement, neither the payer not the payee has full  
exclusive control over the amount. Both parties can select a 
mutually agreed-on third party upfront which has the power to 
either confirm the payment to the payee, or reimburse the 
payer. The third party (also called arbiter) is never in full control 
of the funds and cannot spend them at their own discretion.  
 
This type of contract can be extended to multiple arbiters. With 
this system, a journalism platform can set up a bounty program 
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for stories and content with minimal trust. Content consumers 
can put Bitcoin in bounties for certain stories and select 
arbiters that have a reputation for having good judgement in 
conflict resolution. Now, consumers have a assurance that their 
Bitcoin payment cannot be spent without  their approval, or the 
arbiters colluding with journalists. Similarly, journalists have a 
guarantee that they will collect their bounty for providing 
stories, unless arbiters collude with consumers. While a similar 
platform can be achieved with traditional payment systems, it 
would be comparatively more expensive and not allow for the 
same level of anonymity. 
 
- Ad-Free Content Subsidy - A big portion of the content 
industry and social media sites is currently dependent on 
advertising revenue. This not only degrades the user 
experience by slowing down and obscuring content, it can 
even endangers the user’s safety and privacy by injecting 
harmful content (malvertising) While desktop browsers usually 
come with the option to install extensions protecting against 
this risk, mobile browsers often do not have this capability. 
Blocking advertising is often argued by content sites to be 
antisocial behavior or even illegal, since the visitor effectively 
receives free content without compensation. It seems self-
evident that large-scale ad blocking severely decrease ad 
revenue of publishing sites. 
 
- Advertising Journalistic Integrity - Second-order effects of this 

economy are that advertisers can now potentially influence 
content, reducing the independence of publishing sites. Sites 
face risks publishing content that is critical of their sponsors. 
Advertisers are hesitant to advertise on sites that publish 
controversial content in fear of backlash against them.  
 
- Brave Software - An interesting new project that attempts to 
solve this problem not only for the user, but also for the content 
industry is Brave Software. Their Brave Browser blocks 
advertising, but uses a Bitcoin-based compensation system to 
compensate for the loss of ad-revenue. Users of the Browser 
can configure their browser with monthly contribution amount 
and select sites they wish to subsidize in exchange for not 
seeing advertisements. Brave collects statistics about site visits 
and allows publishers to claim their income with a simple 
process. 
 
This compensation method excludes advertisers from the 
publishing economy and thereby reduces their influence. The 
cost for content is directly reflected as a small payment for the 
user, and not hidden a potentially harmful distraction on the 
sites they wish to visit. While Brave still acts as an intermediary, 
albeit a more direct one that advertisers, this economy can 
develop so that payments are made directly to publishers, or 
even to journalists.  
 
NEXT STEPS - Based on these latest insights we consider the 

� 9
�



possibility of improvement of existing solutions for the free 
press context by: 
- Improving the UX of existing solutions like TOR etc, as 
mentioned above; 
- Creating an educational site which gives an overview of 
existing solutions for usage in journalism.  
- Extending an existing solution with Bitcoin to allow for 
compensation of journalists and/or sources. For example the 
open-source whistleblower submission system SecureDrop. 
 
These extra steps are unfortunately not funded yet. 
 
Education - As extra educational part of the Publicism-project, 
we want to share our adventure and our learnings. We are now 
discussing a series of four educational conferences on 
‘blockchain-journalism’ with Pakhuis de Zwijger in Amsterdam, 
Europe in 2017, supported by Stichting Democratie & Media. 
 
December 2016 
Team Publicism 
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